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Change in Soviets’ Sub
Tactics Tied to Spy Case

Material Reportedly Available to Walkers May

Have
By ROBERT C. TOTH, Times Sie
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‘Boomers’ Vulnerable
Today, as they analyze the dam-
done by the “all in the
ring alle h
. Ni
chief warrant officer, inte.

compromised secrets are knowr
until the motives of Walker and th¢
other members of the alleged sp)
ring—his son, Michael Lance, 22, ¢
sailor; his brother, Arthur J., 50, a
retired lieutenant commander and
employee of a defense contractor,
and his friend, Jerry A. Whitworth,
a retired Navy communications
specialist—are more clearly under-
stood. ’

“For sure, it wasn’t communist
ideology,” one knowledgeable de-
fense official said. “Walker seems
to be to the right of Attila the Hun.
Why did the son and brother join
him? There’s a limit to family
loyalty. And they didn’t get very
much money out of it—less than
$100,000 over almost two decades
all together.

*“(Defense Secretary Caspar W.)
Weinberger keeps asking: ‘Why
did they do it?”’ The Walkers are not
cooperating, so we still just don’t
know.”

Until they do, the Defense De-
partment and the entire national
security establishment probably
will not be satisfied that the dam-
age is being contained. Knowing a
Spy’s motives can provide valuable
clues to otherwise unsuspected ar-
eas that he might have sought to
penetrate.

Navy's Worst Scandal

The scandal is clearly the worst
in U.S. Navy history, and, eventu-
ally, may rank among the worst in
the nation’s history. Rather than “a
mite wide and an inch deep* as first
suspected, “it’s more like a block,
just about as deep as it is wide,” one
expert said. .

“There are continuing exantina-
tions going on to get at.the full
extent of the damage,” Weinberger
said in an interview. “I{ went on for
18 years, and there've been serious
losses, no doubt about that.”

Of the four men, John Walker
and Whitworth had access to the
most damaging material. Thig in-
cluded encoding machines and as-
sociated keying material, commu-
nications to and from U.S. missile

Tipped Kremlin to Vessels’ Vulnerability

Writer Navy’s view that the outer limits o

submarines and reports on the
performance of anti-submarine
warfare tactics by U.S. attack sub-
marines against Soviet vessels,
several experts in this field said.
The Navy’s top officer, Adm.
James D. Watkins, said agti-sub-
marine warfare was the apea of
greatest potential damage from the
alleged spy ring, which presumably
gave the Soviets access to secret

'

Defending Against Subs

What may be one of the most
serious and long- effects of
the case involves the U.S. ability to
defend against Soviet nuclear mis-
sile submarines.

Navy attack submarines of the
Los  Angeles class pick up Soviet
missile-carrying submarines as
they emerge from the Norwe,
Sea into the North Atlantic Ocean
and from Vladivostok as they move
into the North Pacific Ocean.

The Soviet vessels are trailed
throughout their patrols,

Intelligence officials now t
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Sovit tactics emphasized project-
ing power into distant waters and
cutting Western sea lanes, more
recent maneuvers have focused on
finding and destroying enemy sub-
marines and protecting their own
missile subs—changes that could
have been influenced by the al-
leged Walker revelations.

As a result of the Soviet change
of tactics, the role of the American
hunter-killer submarines is grow-
ing more difficult and more dan-
gerous. And, with the Soviets’ giant
Typhoon subs no longer making
long open-sea patrols, an increas-
ing part of Moscow’s missile sub-
marine fleet is less exposed to U.S.
attackers.

Intelligence professionals be-
lieve the Kremlin may have reaped
a second major windfall from t.l;e
Walkers' access to cryptographic
material and coded messages.

The Soviet Union, like the Unit-
ed States, records all electronic
signals it picks up and files them all
in library-like systems. Both na-
tions also change their codes every
day, but the files are kept in hope
that past messages someday can be
deciphered—offering valuable in-
formation about an opponent'’s tac-
tics, command systems and other
matters that would provide a sig-
nificant advantage in a war.

The clear text of secret messages
allegedly passed to them by Walk-
er could be used by the Soviets in
this way. Using information about
the frequency and other details of
the U.S. transmissions, and retriev-
ing coded messages recorded pre-
viously, then comparing the clear
text with the coded text, the Sovi-
ets could break the code for all
messages sent on that day.

Military Communications

Communications on that day be-
tween the Navy and other U.S. and
allied military services, as well as
with other U.S. agencies, also
would be decipherable once the
code was broken.

The Soviets could extract addi-
tional information from breaking

even one day’s code. Knowlgge of
how the code was copstructed, plus

C
data on U.S. cryptographic ma-

chines also allegedly provided b
lh,@oz_g Eve :ﬁven' Mos-
cow’s code- ers better chanc-

e_:hgf”_~ X -S. codes on
other days, in Ce _sources
said. Gy

" The code machines in the most
sengitive U.S. communications
centers (such as the White House
Situation Room) are changed reg-
ularly, both as precautionary mea-
Sures and as improved machines
and encoding systems become
available. But for communication at
a tactical level, such as in subma-
rines and at fleet and division
headquarters, each service and
agency decides if and when to buy
new equipment.

The services, including the Navy
and ‘Army, often defer new pur-
chases of expensive coding appara-
tus unless there is evidence tha
the existing machines have been
compromised. The Navy may well
have been slow in replacing its
older machines, purely far financial
reasns. This could explain why it
now faces expenditures of “many
millions of dollars,” as Navy Secre-
tary John F. Lehman Jr. estimated,
to buy substitutes for the now-
compromised equipment.

At least one more complicating
factor is that older coding equip-
ment in service must be able to
communicate with newer equip-
ment, and vice versa. This has
raised the possibility —highly im-
probable, experts said, but not
impossible—that encryption equip-
ment more sophisticated than the
15-year-old machines available to
the Walkers may also have been
compromised.

Ripples of apprehension resulted
from all these questions last week,
including:

—The Army, Marines and Air
Force created task forces to study
the impact of the Walker case on
each service, and the National
Security Agency, which makes
code machines and encryption sys-
tems for all of the government, set
up “study groups” to examine re-
percusgions on its activities.

—The Senate Intelligence Com-
mittee embarked on a ‘“‘compre-
hensive review” of Soviet intelli-

ence activities and U.S.
counte nce efforts, which
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'l'h:. ;heft o‘:, atomic weapons
Secrets during World War I1 by the
Fuchn-Ro.enberg ring clearly was
gyxe worst espionage loss this coun-

palred 1én new

ject_and_repaired
satellites were designed and

But at least two members of the
alleged spy ring, John Watker and
Whitworth, had access to secret
information across a broader range
of subjects. Their alleged crimes
are more comparable, in the view
of two sources, to the treason of
Army Sgt. Jack E. Dunlap.

A courier between sections of the
NSA, Dunlap stole many of the
nation’s most highly secret mes-
sages for the Soviets from 1960 to
1963, when he committed suicide
rather than face trial,

After Dunlap was ca ht, the
NSA in the mid-1960s :ngdertook
thorough reform of its security
procedures, including briefcage
searches and polyg_raqh tests. The

a

technical manual on the super-se-
cret satellite, instituted the same

In the w.ake of the Walker case,
the Nayy says, it now plans to
adopt similar changes to protect its
secrets,
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